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1 INTRODUCTION 
To login to BAP using a certificate, you must first prepare a certificate signing request. With this request, a certificate is generated 
which must be installed on your computer. Below are instructions on how to generate a certificate signing request on each 
operating system, how to download the certificate, install it, and transfer it to another computer. 
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2 MANAGING CERTIFICATES IN WINDOWS ENVIRONMENT 

2.1 Creating a certificate signing request 
In Windows environment, there are two ways to do this in the following sections. Choose the one that suits you best and follow the 
steps below. 

2.1.1 Using the Microsoft Management Console 

1. First, prepare a location on your computer where you can later save the certificate request created in the next steps of these 
instructions. We recommend that you create a folder named "bapcrt" at Computer → Local Disc (C :). The example below shows 
the folder "bapcrt" created in an analogous location at This PC → Windows (C :). 

Figure 1 Creating the bapcrt folder 

 

2. To open the Microsoft Management Console, type "mmc" in the Windows Start bar to search for and run the application that you 
found. 

Figure 2 Search in Windows Start bar 
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Figure 3 Microsoft Management Console window 

 

3. Select File → Add / Remove Snap-in in an opened window. In the pop-up window, select Certificates option. 

Figure 4 Certificates section selection 
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4. Click Add> button to the right side of the selection. In the new window, select the My user account option and click the Finish 
button at the bottom of the window. 

Figure 5 My user account selection 

 

5. Click OK to close the Snap-in window. 
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6. Expand Certificates and find Personal section. Right-click on it to bring up the internal menu. From this menu, select All Tasks → 
Advanced Operations → Create custom request. 

 

7. Click Next in an opened window. The next window will suggest a strategy for applying the certificate - here you need to select 
Proceed without enrollment policy and click Next. 

Figure 6 Strategy selection window 
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8. In the third window we will be asked to specify a template. Expand the menu and select (No template) Legacy key. Note the 
format PKS # 10. After selecting these options, click Next. 

Figure 7 Template selection 
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9. In the certificate information window, expand the details and click the Properties button. 

Figure 8 Certificate Information Window 
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10. Select the Subject section in an opened window. In the Type field, select Common name and in the Value field, enter your Name 
and Surname. 

Figure 9 Subject cartilage 
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11. When the values are filled in, click the Add> button on the right. 

Figure 10 Filling in subject data 
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12. Fill out Given name and Surname as in previous step, when attributes are present they should show up in the right pane. 

Figure 11 Subject rezultatas 
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13. In the Alternative name section, fill out your email address. 

Figure 12 Alternative name 
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14. After clicking „Add >“  button subject window should show your email address in the right pane. 

Figure 13 Užpildytas subject 
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15. Follow the steps in the Private Key section. Expand the Key type area and select the Exchange option. 

Figure 14 Key type selection 
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16. Once you have selected the key type, you need to choose which algorithm is used to encrypt the data. To do this, expand the 
Cryptographic Service Providers section and make sure that only one option is selected, Microsoft RSA SChannel Cryptographic 
Provider (Encryption). 

Figure 15 Choice of encryption algorithm 
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17. Finally, you need to specify the key size by expanding the Key options section, selecting 2048 next to Key size, and selecting the 
Make private key exportable checkbox. 

Figure 16 Key size selection 
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18. After completing all the above steps, click OK - this will close the pop-up window and return to the wizard. In the wizard, click 
Next. You will be asked to specify the disk location where you want to save the certificate request. 

Figure 17 Query save dialog 
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19. Click the Browse ... button and choose where you want to save the file. It is recommended that you store the file in the "bapcrt" 
folder created at the address in step 1. It's important to save a file with a "csr" extension - to do this, add ".csr" ending to the file 
name and specify All files (*. *) option in the Save as type field. Click Save in the dialog box after completing all the steps. 

Figure 18 File save dialog 
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20. You will be returned to the wizard where you click Finish. CSR generated successfully and saved to a file you specified. Continue 
generating the certificate from the Download and install the certificate section. 

 

Figure 19 End of the wizard 

 

2.1.2 Using Command Prompt 

1. Create a "request.inf" file. The contents of the file are listed below. Note: You can download the prepared "request.inf" file in the 
certificate generation window or on the login page. After downloading the file, enter your first and last name in the Subject line 
instead of Name Surname.  

Figure 20 Download of the request.inf file for a logged-in BAP user 
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Figure 21 Download the request.inf file for an offline user 
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;----------------- request.inf ----------------- 
[Version] 
Signature="$Windows NT$" 
  
[NewRequest] 
Subject = "CN=Name Surname, G=Name, SN=Surname" 
KeySpec = 1 
KeyLength = 2048 
Exportable = True 
MachineKeySet = False 
SMIME = False 
PrivateKeyArchive = FALSE 
UserProtected = FALSE 
UseExistingKeySet = FALSE 
ProviderName = "Microsoft RSA SChannel Cryptographic Provider" 
ProviderType = 12 
RequestType = PKCS10 
KeyUsage = 0xa0 
  
[Extensions] 
2.5.29.17 = "{text}" 
_continue_ = "email=email@example.com" 
  
[EnhancedKeyUsageExtension] 
OID=1.3.6.1.5.5.7.3.1 
;----------------------------------------------- 

Figure 22 Creating a file request.inf 

 

2. Open the cmd command line. To do this, type "cmd" in the address bar of the current "bapcrt" folder and press the Enter key on 
your keyboard. 

Figure 23 opening cmd through the address bar 
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Figure 24 cmd line window 

 

3. In the opened window, enter the following command: 

C:\bapcrt> certreq -new request.inf request.csr 

Figure 25 Example of command entry 

 

After successfully creating "request.csr", you will receive a response from the command line: 

CertReq: Request Created 
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Figure 26 Creating a file request.csr 

 

2.2 Certificate download and installation 
1. If you have not used the BAP system until now and cannot log in via the Electronic Government Gateway, send the prepared 
"request.csr" file by e-mail to customs when requested. You will receive a response with "certificate.crt", which we will save in 
created folder "bapcrt". 

 

If you can log in to the BAP using the authentication service provided by the Electronic Government Gateway or you have already 
used the BAP system and are able to login to it, then attach the file "request.csr" in the Profile section by clicking the Generate new 
certificate button. Download the "certificate.crt" file by clicking the Download button in the modal window or in the certificate data 
table. Save the downloaded file to the "bapcrt" folder. 

Figure 27 CSR file upload location 
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Figure 28 CRT file download  

 

Figure 29 Download of a CRT certificate from a certificate data table 

 

Figure 30 Creating the sertifikatas.crt file 

 

2. Import the certificate into the user certificate cache. Right-click on the "sertifikatas.crt" file and select Install Certificate in the 
pop-up window that opens. 

Figure 31 Importing a certificate into the user certificate cache 
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Figure 32 Certificate Import Wizard: placement location selection 
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Figure 33 Certificate Import Wizard: specifying the location 
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Figure 34 Certificate Import Wizard: Reviewing settings 

 

Figure 35 Certificate Import Wizard: notification of the successful completion of a certificate import 
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2.3 Preparing the certificate to work on another computer 
1. To open the Microsoft Management Console, type "mmc" in the search field in the Windows Start bar and start the application 
that you found. 

Figure 36 Search in the Windows Start bar 
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Figure 37 Microsoft Management Console window 

 

2. Select File → Add / Remove Snap-in in an opened window. In the popup window, select Certificates option. 

Figure 38 Certificates section selection 
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3. Click Add> button to the right side of the selection. In the new window, select the My user account option and click the Finish 
button at the bottom of the window. 

Figure 39 My user account selection 

 

4. Click Finish to close the Snap-in window. 

You should see the imported certificate in an opened window. 

Figure 40 View the imported certificate 

 

  



CERTIFICATE GENERATION INSTRUCTIONS 
BENDRO NAUDOTOJŲ VALDYMO SISTEMOS, ATITINKANČIOS EUROPOS KOMISIJOS REIKALAVIMUS, SUKŪRIMO 
PASLAUGŲ PROJEKTAS 

  

 

 

 32 

5. Verify that the certificate has the appropriate private key. After double-clicking on the certificate, you should see the message 
You have a private key that corresponds to this certificate. 

Figure 41 Certificate private key verification 

 

6. Export the certificate along with the private key to a file for use on other computers and to have a backup: 

Figure 42 Certificate Export 
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Figure 43 Certificate Export Wizard 
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Figure 44 Certificate Export Wizard: Format selection 
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7. Select to export the private key together with the certificate. 

Figure 45 Certificate Export Wizard: Exporting a private key 
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8. Create a password that will protect the private key of the certificate. 

Figure 46 Certificate Export Wizard: Creating a password 

 

Clicking Next will take you to a window where you will need to specify the export location and file name. 
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Figure 47 Certificate Export Wizard: Creating file name 

 

Clicking Next will open a window for reviewing the settings and completing the export operation. After viewing the information, 
click Finish. 
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Figure 48 Certificate Export Wizard: Settings review 

 

After completing this step, you will be notified of the successful completion of the export. 

Figure 49 Certificate Export Wizard: Notification of the successful completion of a certificate export 
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9. The resulting "sertifikatas.pfx" file contains your certificate and its private key. You can easily import it to another computer. 

Figure 50 Display of the exported sertifikatas.pfx file 
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3 CERTIFICATE MANAGEMENT IN MACOS ENVIRONMENT 

3.1 Creating a certificate signing request 
If you are using macOS , you can generate a certificate request using the "openssl" command via a terminal. 

1. For your convenience, we recommend that you create a new folder (such as "bapcrt") on your desktop. 

Figure 51 Folder creation 

 

 

2. Launch the Terminal application. You can use the search by clicking Command-Space bar and typing "terminal" in the search 
field: 

 

or by selecting Go → UƟliƟes in the Finder menu 
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3. In the terminal go to the created folder "bapcrt" by entering the command (press the Enter key to execute the command) 

cd Desktop/bapcrt 

4. Generate a certificate request using the "openssl" command: 

Country Name (2 letter code) [AU]:LT 
State or Province Name (full name) [Some-State]:n/a 
Locality Name (eg, city) []:n/a 
Organization Name (eg, company) [Internet Widgits Pty Ltd]:n/a 
Organizational Unit Name (eg, section) []: 
Common Name (e.g. server FQDN or YOUR name) []:Name Surname 

openssl req -out request.csr -utf8 -new -newkey rsa:2048 -nodes -keyout certificate.key \ 
  -subj "/GN=Vardas/SN=Pavarde/CN=Vardas Pavarde" \ 
  -reqexts SAN \ 
  -config <(cat /etc/ssl/openssl.cnf \ 
        <(printf "\n[SAN]\nsubjectAltName=email:el.pastas@pastas.lt")) 
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Figure 52 Certificate request generation 

 

5. Check available files: 

JN-iMac:bapcrt Jonas$ ls -l 
total 16 
-rw-r--r--  1 Jonas  staff  1704 Sau 29 21:29 certificate.key 
-rw-r--r--  1 Jonas  staff   915 Sau 29 21:29 request.csr 

3.2 Certificate download and installation 
1. If you have not used the BAP system until now and cannot log in via the Electronic Government Gateway, send the prepared 
"request.csr" file by e-mail to customs when requested. You will receive a response with "certificate.crt", which we save in the 
"bapcrt" folder. 

If you can log in to the BAP using the authentication service provided by the Electronic Government Gateway or you have used the 
BAP system before and can log in to it, attach the file "request.csr" in the Profile section by clicking the Generate new certificate 
button. Download the "certificate.crt" file by clicking the Download button in the modal window or in the certificate data table. 
Move the downloaded file to the "bapcrt" folder. 

Figure 53 CSR file upload location 
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Figure 54 CRT file download  

 

Figure 55 Download of a CRT certificate from a certificate data table 

 

JN-iMac:bapcrt Jonas$ ls -l 
total 12 
-rw-r--r--  1 Jonas  staff  1704 Sau 29 21:29 certificate.key 
-rw-r--r--  1 Jonas  staff   915 Sau 29 21:29 request.csr 
-rw-r--r--  1 Jonas  staff   915 Sau 29 21:29 sertifikatas.crt 

2. Generate a PFX file from the certificate and key files. Create a password that will protect the private key. 

 

openssl pkcs12 -export -out sertifikatas.pfx -inkey certificate.key -in 
sertifikatas.crt 
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Figure 56 Example of export 

 

 

Check what files you have: 

JN-iMac:bapcrt Jonas$ ls -l 
total 12 
-rw-r--r--  1 Jonas  staff  1704 Sau 29 21:29 certificate.key 
-rw-r--r--  1 Jonas  staff   915 Sau 29 21:29 request.csr 
-rw-r--r--  1 Jonas  staff   915 Sau 29 21:29 sertifikatas.crt 
-rw-r--r--  1 Jonas  staff   915 Sau 29 21:29 sertifikatas.pfx 

sertifikatas.pfx - file what will have your public and private key inside. 

3. Certificate import in macOS . 
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Figure 57 To import a certificate from the Finder, select Go -> Utilities and start the Keychain Access application 
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Figure 58 On the left side of the Keychain Access application, select System 

 

Figure 59 From the File menu, select Import Items… 
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Figure 60 Select the generated certificate 

 

After selecting the certificate, the system will ask you to enter the administrator password, followed by the password of the 
generated certificate that was created in step 2. 

 

 

When the certificate is imported after starting the new Safari browser, it will be possible to log in to bap.lrmuitine.lt after selecting 
the certificate. When connecting for the first time, the MacOS system will ask for the administrator name and password again. 
Entering them will connect to the system. 

3.3 Preparing the certificate to work on another computer 
To work on another computer, you need the pfx file that was generated in step 2 of the Download and install the certificate. 
Transfer this file to a new computer and continue with the steps in the installation instructions below. 
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4 CERTIFICATE MANAGEMENT IN LINUX ENVIRONMENT 

4.1 Creating a certificate signing request 
If you are using Linux, you can generate a certificate request using the "openssl" command via a terminal. 

1. First, prepare a location on your computer where you will later save the certificate request created in the next steps of the 
manual, for which we recommend creating the "bapcrt" folder. Navigate to this folder and generate a certificate request 
using the "openssl" command: 

linux@PC$ openssl req -out request.csr -utf8 -new -newkey rsa:2048 -nodes -keyout certificate.key \ 
  -subj "/GN=Name/SN=Surname/CN=Name Surname" \ 
  -reqexts SAN \ 
  -config <(cat /etc/ssl/openssl.cnf \ 
        <(printf "\n[SAN]\nsubjectAltName=email:email@example.com")) 

"Country Name" = LT 

Country Name (2 letter code) [AU]:LT 
State or Province Name (full name) [Some-State]:n/a 
Locality Name (eg, city) []:n/a 
Organization Name (eg, company) [Internet Widgits Pty Ltd]:n/a 
Organizational Unit Name (eg, section) []: 
Common Name (e.g. server FQDN or YOUR name) []:Name Surname 

Example: 

linux@PC$ openssl req -out request.csr -new -newkey rsa:2048 -nodes -keyout 
certificate.key 
Generating a 2048 bit RSA private key 
...........................+++ 
..........................................+++ 
writing new private key to 'certificate.key' 
----- 
You are about to be asked to enter information that will be incorporated 
into your certificate request. 
What you are about to enter is what is called a Distinguished Name or a DN. 
There are quite a few fields but you can leave some blank 
For some fields there will be a default value, 
If you enter '.', the field will be left blank. 
----- 
Country Name (2 letter code) [AU]:LT 
State or Province Name (full name) [Some-State]:n/a 
Locality Name (eg, city) []:n/a 
Organization Name (eg, company) [Internet Widgits Pty Ltd]:n/a 
Organizational Unit Name (eg, section) []: 
Common Name (e.g. server FQDN or YOUR name) []:Name Surname 
Email Address []: 
Please enter the following 'extra' attributes 
to be sent with your certificate request 
A challenge password []: 
An optional company name []: 

2. Check what files you have: 

linux@PC$ ls -l 
total 8 
-rwxrwxrwx 1 root root 1704 May  7 15:37 certificate.key 
-rwxrwxrwx 1 root root  980 May  7 15:37 request.csr 
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4.2 Sertifikato atsisiuntimas ir diegimas Certificate download and installation 
1. If you have not used the BAP system until now and cannot log in via the Electronic Government Gateway, send the prepared 
"request.csr" file by e-mail to customs when requested. You will receive a response with "certificate.crt", which we save in the 
"bapcrt" folder. 

If you can log in to the BAP using the authentication service provided by the Electronic Government Gateway or you have used the 
BAP system before and can log in to it, attach the file "request.csr" in the Profile section by clicking the Generate new certificate 
button. Download the "certificate.crt" file by clicking the Download button in the modal window or in the certificate data table. 
Save the downloaded file to the "bapcrt" folder. 

Figure 61 CSR file upload location 

 

Figure 62 CRT file download  

 

Figure 63 Download of a CRT certificate from a certificate data table 
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linux@PC$$ ls -l 
total 12 
-rwxrwxrwx 1 root root 1704 May  7 15:37 certificate.key 
-rwxrwxrwx 1 root root  980 May  7 15:37 request.csr 
-rwxrwxrwx 1 root root 1127 May  7 15:41 sertifikatas.crt 

2. Generate a PFX file from the certificate and key files. Create a password that will protect the private key. 

linux@PC$:/mnt/d/bapcrt/linux$ openssl pkcs12 -export -out sertifikatas.pfx -inkey 
certificate.key -in sertifikatas.crt 
Enter Export Password:  
Verifying - Enter Export Password: 

Check what files you have: 

linux@PC$:/mnt/d/bapcrt/linux$ ls -l 
total 16 
-rwxrwxrwx 1 root root 1704 May  7 15:37 certificate.key 
-rwxrwxrwx 1 root root  980 May  7 15:37 request.csr 
-rwxrwxrwx 1 root root 1127 May  7 15:41 sertifikatas.crt 
-rwxrwxrwx 1 root root 2389 May  7 15:43 sertifikatas.pfx 

sertifikatas.pfx - file what will have your public and private key inside. 

3. Importing a certificate for use on a linux system is configured in the browser. Open your browser settings, locate the Privacy & 
Security section, select Certificates option and click View Certificates 

 

Figure 64 View Certificates section 
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4. In an opened window in the Your Certificates section, click Import, specify your pfx file and the password you specified in step 3. 

Figure 65 Certificate installation window 
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5. After the certificate is successfully uploaded, you will see it in the list. 

Figure 66 List of certificates 

 

4.3 Preparing the certificate to work on another computer 
To work on another computer, you need the pfx file that was generated in step 2 of the Download and install the certificate section. 
Transfer this file to a new computer and continue with the steps in the installation instructions below. 


